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Overview

Objectives

 Collection of application data for off line historical/statistical analysis
» Notification of critical errors

Possible usage

» Performance statistics gathering
* Debugging/Tracing
« Audit trail
» Examples:
- start/stop
- rpc calls
- communication failures
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Overview (continued))

Features

» Logs to a local ASCII file (/usr/local/histfmmcname]log) on every ECS host
» Uses UNIX file locking to synchronize access
» Allows variable number of application specified parameters
» Operator notifications based on event criticality using snmptrap to
EDF Openview NNM

Implementation

» Event Logger Class
 Instantiated once in the application initialization code
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NASA'S MISSION TO PLANET EARTH
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Context Diagram
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Application Open View
(M & O staff)
Event
Info ( no,type ,disposition ,
AppName time, message) snmptrap
AppVersior (event no, log regdrd)

Event Logger

Event no, type, disposition, time, message
Application name , version
Host name , IP address
process Id, Daacid/Cell name ??
User

Hardware info
( machine name, IP
addresa)

Environmen{ OS info

( Namegersion) Log File
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Object Model

EcUtLogger

myAppName: EcTChar*
myAppVersion: EcTChar*
myOSName: EcTChar*
myOSVersion: EcTChar*
myHostName: EcTChar*
mylPAddress: EcTChar*
myProcessld: EcTChar*
myPrincipalName:EcTChar* ??
*myDaacld: EcTChar* ?7?

*my CellName: EcTChar* ??

EcUtLogger(EcTChar* AppName, EcTChar* AppVersion)

Log( EcTInt Number, /levent number
EcTint Type, /Il event type (enumerated)
EcTChar  Disposition, //#defines
time_t Time, /l time of occurance
EcTChar* Message, Il application message
o)
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Misc information

Returned Error Codes

CsDHIStatusOK Successful completion

CsDHIFileOpenErr Unable to open his******* |og

CsDHIOpErr Unable to get operating system information

CsDHIGetAddrErr Unable to get machine IP address

CsDHIMemErr Memory allocation failed

Enumerated event type Event disposition

ECEUISUCCRSS (multiple dispositions allowed)
EcEUtFail
EcEUtFatal EcDUtNone
EcEUtDenied EcDUtInformSMC
EcEUtPartial EcDUtSendMail
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NASA'S MISSION TO PLANET EARTH
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Example

EARTH PROBES
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EARTH OBSERVING SYSTEM

#include <EcUtLogger.h> // include header file, may be placed in ECTypes.h
#include <errno.h>

EcUtLogger* Logger; /I class declaration

main()

{

Logger = new EcUtLogger(“InServer”, “1.0”);  // instanciate class

}

void SomeFunction()

{
FILE* fh;

char* filename = “/tmp/testfile”;
char* mode = “r”;

if ( (fh = fopen(filename,mode)) == NULL)

{
Logger->Log(errno, EcEUtFatal, EcDUtInformSMC,time(), “Open failed for file %s for mode %S\n”,
filename, mode);
}
}
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Output format to the log

Field Size
Event Number 8
Event Type 4 (hex number)
Event Disposition 4 (hex number)
Event Time 26

Application name
Application version
User name

Process ID

Operating System name
OS Version

Machine name

Machine IP address

Cell Name

Event Message

20

O U1 00 o O ®

15
?7? DCE dependent
variable length

DI-8



Issues

« DCE Dependancy

e Distributed time

 Online reports

 Policies for consolidating log files in DB
- local vs central
- frequency

« Convention to generate event no

 Event disposition specification
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